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The AWS Security Platform provides several industry leading security capabilities and services to 
increase the privacy and security of their cloud.  This includes network firewalls, encryption in transit 
with TLS across all services, DDoS mitigation capabilities, data encryption, monitoring/logging, 
identity management/access controls and third-party penetration testing. These capabilities help to 
ensure the privacy, protection and availability of the Chime product.



AWS Infrastructure provides a secure computing environment to host the Chime product and 
associated customer data. Physical and environmental controls protect data and services from 
unauthorized intrusions and interruptions, while technology and policy-based security measures 
defend against unauthorized disclosure and manipulation.  



Security related processes and procedures include 24 x 7 monitoring of the Infrastructure and 
applications, a formalized backup and recovery system, security management procedures and a 
disaster recovery program.  All of these measures are designed to ensure the confidentiality, integrity, 
and availability of customer facing web applications and customer data.

At Chime, we understand the importance of data privacy, security 
and availability.



Our products are built around industry-leading best practices for data privacy and Information 
security.  Our SaaS products are hosted in AWS, the market leader in public cloud.  AWS provides 
secure infrastructure and services, while Chime takes care of securing the applications, source-code 
and data. The Chime primary production instance runs on the California AWS region.
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Security Measures

Physical and digital security measures are used to ensure your data is protected while in transit and at 
rest.

Data Security Measures Physical Security Measures

AWS has designed its systems to 
tolerate system or hardware failures 
with minimal customer impact

AWS’s data centers are state of the art, 
utilizing innovative architectural and 
engineering approaches

All visitors and contractors are required 
to present identification/sign-in and are 
continually escorted by authorized staff

AWS - SOC 1/SOC 2/SOC 3/ISO/PCI/
HIPAA/HITRUST compliance

High-definition CCTV of all interior and 
exterior strategic locations and access 
points

Data Centers use generators to provide 
backup power in event of failure

Two-Factor authentication

AWS authorized staff must pass two-factor 

authentication a minimum of two times to 

access DC 

Encryption In Transit

Encryption At Rest 

Secure passwords

Role-based access controls

Third-party penetration testing

Internal and external vulnerability 
scanning.

Intrusion Detection

Web Application Firewall

Audit logs for relevant activities

256-bit SSL encryption 

Amazon RDS encryption using AES-256 

encryption with keys securely stored in 

KMS

Encrypted via SHA256 with RSA. 


Password complexity requirements.

RSA 2048 bits keys


Supports TLS 1.2 and 1.3


SHA-256


HTTP Strict Transport Security (HSTS)

security whitepaper 02

Infrastructure Report



High Availability

Amazon cloud computing resources are hosted in multiple locations world-wide. These locations are 
composed of AWS Regions, Availability Zones, and Local Zones. 



Each AWS region consists of a set of clustered data centers (availability zones) deployed within a 
latency-defined perimeter and connected through a dedicated regional low-latency network. 



AWS Availability Zones protect servers, applications and data from datacenter failures. Availability 
Zones are unique physical locations within an AWS region. Each zone is made up multiple 
datacenters equipped with independent power, cooling, and networking. All traffic between 
Availability Zones is encrypted.



Availability Zone’s give customers the ability to operate production applications and databases that 
are more highly available, fault tolerant, and scalable than would be possible from a single data 
center. 

availability zone availability zonelow latency

resilient fiber

connectivity

region

availability zone
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Disaster Recovery

Chime leverages AWS RDS (Relational Database Service) which is highly available. In addition, backup 
jobs run daily are tested on a quarterly basis. 



All files uploaded by customers are stored within the Amazon EBS (Elastic Block Store). Daily backups 
of these uploads are made, so that in case of a DR event, there will be multiple restoration points for 
client data.



When reacting to a disaster, we quickly orchestrate the failover to another region in AWS. The 
essential infrastructure pieces include DNS, networking features, and various Amazon storage 
services.

aws

vpc

vpc

vpc

vpc

instances

instances

instances

instances

region a region b
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CRITSIT Process - Critical Situation Management

When a critical situation erupts, Support staff will either independently or by request open a 
conference bridge and open a case/ticket so they can begin to document details and collect 
participants onto the call via all available communications methods including phone calls, email, chat, 
or even physically going and getting people.  In most common cases, an IT Executive/Manager will 
serve as the Situation Manager, however anyone can be the situation manager and in certain cases of 
subject matter expertise non-managers should take over as the Situation Manager.

The Scribe will produce the full activity log within 24 hours of the closure of the incident to the 
Situation Manager and all participants.  Participants are expected to review and submit additions or 
changes to the Situation Manager within 24 hours of receiving the activity log.  Within 36 hours of the 
closure of the incident the SM will provide the activity log with a summary cover letter to 
management for dissemination to the business (constituents).  If a Root Cause Analysis (RCA) is 
required, the Situation Manager will determine who shall author it and when it is due not to be 
greater than 10 business days.  It is the responsibility of the SM to collect the RCA by the due date and 
disseminate it to the business (constituents).





Process Basics

Post Incident Actions
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RCA Process - Critical Situation Management

Root Cause Analysis (RCA) Guide

An RCA must not only state the cause and resolution of the incident but more importantly must 
stipulate post-incident ACTION ITEMS that are meant to mitigate future occurrences of the problem.  
An RCA without action items is merely an informal report of the incident.  Most action items will occur 
in twos because there are usually an action item to implement a change and then a companion item 
to monitor for that element so that it doesn’t surprise us in the future.



Process Basics

RCA Number or Name

Site where the incident took place

How the incident originated, usually a problem ticket (e.g. case/ticket #)

RCA author(s)

Incident and RCA participants

Date and times of the incident

Who was impacted by the incident

The problem description

Incident duration

Chronology of events

Root cause explanation

Any secondary issues that fell out of the primary issue(s)

Conclusion and recommendations

Action Items with assignees and due dates (usually in table format)

Management requests one (Manager and above)

The outage lasted 8 hours or more

The number of customer calls exceeded 10

Key elements that must be in every RCA are the following:

The guidelines for determining whether or not an RCA should be done include the following 
considerations:
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Access Control

Quarterly access reviews are completed every quarter by a third-party security company. Typical user 
access reviews consist of managers validating that an account belongs to an active employee or that 
the account is authorized to have access to a given system.

Chime uses the principle of least privilege (PoLP) which refers to an information security concept in 
which a user is given the minimum levels of access – or permissions – needed to perform his/her job 
functions.  Along with minimizing access with user-based roles, Chime also uses JIT access.  

Using the just-in-time (JIT) access methodology, Chime can elevate human and non-human users in 
real-time to provide elevated and granular elevated privileged access to an application or system in 
order to perform a necessary task. Cybersecurity industry analysts recommend JIT access as a way of 
provisioning secure privileged access by minimizing standing access.

Quarterly Access Reviews

Principle of Least Privilege

JIT (Just In Time) Access

information

gathering

threat

modeling

vulnerability

analysis

exploitation reporting
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Penetration Testing and Vulnerability Scanning

Penetration testing and vulnerability scanning is part of the larger information security strategy at 
Chime and includes third-party vulnerability monitoring. Penetration testing is used to help identify 
and validate vulnerabilities. 



Penetration testing examines the vulnerabilities of the network from the outside.



Chime has a contract with SecurePoint 360, a third-party provider to perform ongoing security 
testing. SecurePoint 360’s security testing combines the results from industry-leading scanning tools 
with manual testing to enumerate and validate vulnerabilities, configuration errors, and business logic 
flaws. 



SecurePoint 360’s penetration testing methodology assesses the targeted application/endpoint using 
a multi-layered approach: Information Gathering, Threat Modeling, Vulnerability Analysis, Exploitation 
and Reporting. 





all identifed vulnerabilities shall be adequately addressed (corrected or adequately mitigted）in 
accordance with the below vulnerability ratings and timeframes：

urgent - 30 calendar days

critical - 60 calendar days

serious - 120 calendar days

medium/low - 180 calendar days

documented timelines and thresholds for remediation:
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Vulnerability Management Process

When patching is not possible, we leverage other options including configuration 
changes (hardening), defense-in-depth, compensating controls, and elevated 
security monitoring.

CVSS


Score

Risk


Assessment

Related Data


Classification Lelvel

Business Criticality of


affected system

vulnerability


urgency

remediantion


options

vulnerability


priority

start

vulnerability has

been identified

are we running the

associated product 


of software?

are we running the

associated version 


of software?

is the vulnerable 

element in use?

vulnerability 

has been triaged

endno action needed

yes yes

no
nono

yes
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Audit & Compliance

Chime is committed to protecting your personal information and your right to privacy.  When you use 
our services, you trust Chime with your personal information.  As such, each year, Chime engages an 
independent, third-party audit firm for SOC 2 and ISO 27001/27701 to examine our policies, procedures 
and related security controls.  Going through annual SOC 2 and ISO 27001/27701 reviews provides 
customers independent verification that Chime is following best practices when is comes to ensuring 
the confidentiality, integrity and availability of our services. Chime is in the process of obtaining both 
ISO certificates and SOC 2 reports, which will be available before December 31st, 2022.



At Chime, we’re focused on operational excellence.  This helped to drive our adoption of AWS, in-part 
because of their broad support of compliance standards.  

Amazon Web Services are constantly updating their compliance/certification list. 

The current list includes the following:

DoD CMS
FedRAMP
FIPS 
IRAP 
Iso 9001 
ISO 27001 
ISO 27017 
ISO27018 
MLPS Level 3 
MTCS 
PCI DSS Level 1 
SEC Rule 17-a-4(f) 
SOC1 
SOC2 
soc3 

 - Dapartment of Defense Data

 - Government Data Standards


- Govemment Security Standards

- Australian Security Standards 


- Global Quality Standard

- Security Management Standard 

- Cloud Specific Controls 

- Personal Data Protection


- Multi-Level Protection

- Multi-Tier Cloud Security Standard


- Payment Card Standards

- Financial Data Standards


- Audit Controls Report

- Compliance Controls Report


- General Controls Report
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Chime

Chime is an award-winning real estate technology company providing an all-in-one CRM and sales 
acceleration platform designed to help real estate professionals close more deals faster. The platform 
combines IDX websites, lead generation, marketing automation, advanced lead management, and 
powerful AI to cost-effectively capture and convert leads into new agreements and closed-won 
business.

This document is private and confidential. It is intended exclusively for the customers and employees 
of Chime Technologies, Inc.. Do not distribute.

For more information about Chime: 

Email:  support@chimeinc.com

Website:  https://chime.me
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